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Response to Office Action Dated March. 28, 2005 

AMENDMENTS TO THE SPECIFICATION 



Please amend the specification of the present application as set forth below. 
Changes to the specification are shown by strikethrough (for deleted matter) and 
underlining (for added matter). 

Please amend the paragraph beginning on page 11, line 20 as follows: 

— The third portion of the message, following the data portion, 
comprises a message authentication code (MAC) 42. MAC 42 is a 24-bit code (in 
this example) that is calculated for each message. The MAC is based on a 
predetermined on wa y one-wav hash function the message's data portion and of a 
key value that is shared between each of the plurality of components within a 
single group of components. The shared key value is communicated to all 
components of a group during system initialization. Alternative methods of 
deriving and changing the shared key value within a group are described below. — 

Please amend the paragraph beginning on page 13, line 4 as follows: 

— Fig. 5 Fig. 6 shows a second set of steps are performed by a 
sending component. These steps are implemented by appropriately programming 
or otherwise configuring the processors and other components of the respective 
sending devices. — 

Please amend the paragraph beginning on page 16, line 5 as follows: 
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- A step 80 comprises checking whether it is time for a change in 
the key value. Key value changes can be made at random times or after a random 
number of messages. In the preferred embodiment, key changes are made 
whenever a message's data may be identical to a previously sent message^ 

Please amend the paragraph beginning on page 42, line 2, (i.e. the Abstract) 
as follows: 

— Describ e d h e rein is In a system for communicating over electrical 
wiring in a house or other buildings Compon e nts components are grouped and 
send messages to each other using a unique e ach group is assign e d a group 
identifier code associated with the group . Compon e nts communicat e s only with 
compon e nts of th e sam e group, using th e group id e ntifi e r cod e . Each message 
includes the group identifier code, message data, and a message authentication 
code (MAC) that is calculated for each message. A receiving component 
disregards any message whose group identifier code is not the same as that of the 
receiving component. MACs are calculated using a shared key value and a one- 
way hash function. The shared key value, in turn, is taken from an ordered 
sequence of key values that is defined for each component group based on a 
counter value. To chang e to a n e w k e y valu e , on e compon e nt of th e group simply 
starts u s ing th e new k e y valu e . Wh e n a r e ceiving compon e nt r e c e iv e s a m e ssage 
that do e s not authenticat e using th e curr e nt key valu e , it tri e s th e next k e y value in 
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th e s e qu e nc e . If th e messag e authenticat e s using th e n e xt k e y valu e , tho next k e y 
valu e is adopted as th e curr e nt k e y valu e for future communications. — 
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